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•Software Defined Networks (SDN)

•Floodlight

•SE-Floodlight

Introduction
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•SDN Enabler.

OpenFlow
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Application Authorization in SDN
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•Basic components
•Apps (A),
•Roles (R),
•Data Exchange Operations (DXOP),
•Types of DXOPs

Components of the Formal Access 
Control Model
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•Two types:
• Local OpenFlow apps
•Remote OpenFlow apps

Apps
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•Two main purposes:
•App permission authorization
•Flow rule conflict resolution.

Roles in SE-Floodlight 
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Data Exchange Operations (DXOP) 

and Types of DXOPs
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‘Flow rule mod’
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Types of Data Exchange Operations
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Authentication & Authorization

Credentials
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Conceptual Authorization Model
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Formal Model Definitions
w/o Flow Rule Conflict Resolution
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Formal Authorization Model Definitions without Flow Rule Conflict Resolution.



Formal Model Definitions
with Flow Rule Conflict Resolution
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Formal Model Definitions with Flow Rule Conflict Resolution.



RCA : Add case
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e.g., Priority = ?

e.g., Priority = ?

Add
No 

Conflict

New flow rule

Existing flow rule



RCA : Reject case
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e.g., Priority = 100

Reject
Conflict

Existing flow rule

e.g., Priority = 50

New flow ruleExample



RCA : Exchange case
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e.g., Priority = 50

Exchange

Conflict

Existing flow rule

e.g., Priority = 100

New flow rule



Administrative Model
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•Five apps

Use Case - Configuration
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Refined Role Hierarchy
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• A formal authorization model for SDN apps.

• An administration model. 

• A configuration of the formal model in a use case scenario of five apps. 

• A refined Role hierarchy. 

• Some future goals: 
• Extension of SE-Floodlight access control model to cover all controller resources.

• An access control model following the NIST RBAC concept.

• Fine-grained access control using ABAC within a holistic view to SDN resources.

Conclusion and Future Work
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